


A good/strong password
should include?

@ Your name

A mix of uppercase and
lowercase letters, numbers,

and symbols
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You can share your password
with your friends so they can
help you remember it.

False
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It's safe to click on any link in
an email from someone you
don’t know.

False
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What does "digital footprint”
mean?

@ The marks you leave when
you walk

The trail of information you
leave behind while using
the internet
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You should always use public
Wi-Fi to check your bank account.

®
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It's okay to share your private
information, like your full
name, address, and phone
number on social media.

®
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What should you do if you get
an email from someone you
don’t know asking for your
personal or private information?

Respond with the
information they asked for

Delete the email and report
it as spam
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You can always trust everything
you read online.
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What is phishing?

@ A type of fish you catch

A way to steal your

personal or private
information through
fake websites or emails
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It's safe to use the same
password for all your accounts.
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What is two-factor
authentication?

@ A way to lock your phone
with a password

A feature that doubles

your login security by
asking for your password
and something else, like a
code, a fingerprint, or
facial recognition
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What is the safest way to
back up important files from
your device?

@ Leave them stored only on
your device

Use a cloud storage service
or an external storage
device to back up files
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Which of the following is a sign
that your computer or phone
might have a virus?

Your device works faster
and everything looks normal

Your device runs slower
than usual
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Which of the following is the
most secure way to handle
your password?

Write your password down
on a sticky note near your
computer

Use a password manager
to store your passwords

securely
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Which of these actionsis a
good way to protect your
privacy on social media?

@ Sharing all your personal
and private details with
everyone

@ Adjusting your privacy
settings, such as keeping
your accounts private and
limiting location sharing
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You should always download
apps and software only from
trusted sources.

False
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What is the best way to protect
your devices from viruses?

@ Download antivirus
software and update it
regularly

Leave your devices without
any protection
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To check if a website is secure,
one of the things you should do
is verify whether the URL
begins with:

http://
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Clicking on random pop-up ads
is safe.

‘ False
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It's important to keep your
software and apps updated to
protect against security
vulnerabilities.
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What is the purpose of a VPN
(Virtual Private Network)?

To make your internet
connection faster

To secure your internet
connection and protect

your privacy online
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If a website asks you to download
afile and you're unsure what it is,
what should you do?

@ Ask an adult before
downloading anything

@ Download it because it
might be fun
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If you are using a computer in a
public space, what should you
do before you leave?

@ Log out from your account

Leave your details on the

screen and walk out
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What is a "'malware”?

A type of computer
program that helps protect
your device

A type of harmful software
that can damage your
device or steal your data
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You are playing game online
when a new pop up asks you to
enter your name and address to
enter a competition. What would
you do next?

Enter your name and
address

Don't share your
y

information
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You should be careful when
accepting app permissions and
only allow apps to access what

is necessary.
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When talking to people online it
is important to treat them the
same respect as if you were
talking to them face to face.

®
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What is "Ransomware”?

A type of game you can
download for free

Malicious software that
locks your files or device
and demands money to
unlock them
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A friend online asks to see a
picture of you and your family.
What should you do?

@ Say ‘No’ and inform a

trusted adult
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If you receive a text message from

the bank asking you to verify your

account, you should click the link
and provide your information.

®
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What is "social engineering”?

Tricking people into
disclosing personal and
private information

A process of encrypting
data to keep it safe
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How can you stay safe when
playing games online?

Share personal and private
information and play with
anyone

Keep personal and private
information private and

be careful who you
interact with
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You have received an email from
an unknown sender asking you to
open the attachment. What
should you do?

(A) Open the attachment

Do not open the attachment
from unknown sender
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What is a password?

@ A secret word or phrase
that grants access to a
device or account

A nickname

V 4IMSNY



If someone you do not know
messages you, what should
you do?

@ Inform an adult you trust

Reply to them straight away
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You can meet strangers you
met online.
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It's okay to share your location on
social media with your friends.
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What is the best way to keep your
social media accounts secure?

@ Keep them private, use a
unique and strong
password for each account

Keep them public, use your
birthday as your password
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Attackers can take advantage of
public Wi-Fi networks to access
devices and steal data.

False
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It's important to log out of
accounts when you're done using

them, especially on shared devices.

False
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What is the safest way to handle
your accounts if your phone or
computer is lost?

@ Change your password
immediately and log out
from all devices

Wait until you find the
device again
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Which of the following is a
strong password?

@ "passwordl23"

"Xw9$@0zL#y8!"
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What is the purpose of
anti-virus?

It helps your computer
run faster

It protects your computer
from harmful programs
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Cyber-attacks only happen
when you visit harmful websites.
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If you receive an invitation to an

online contest or giveaway that

seems too good to be true, what
should you do?

Enter right away and
provide your personal
details

Be cautious, verify its
authenticity, and avoid
giving personal information
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You can leave your computer or
phone unattended and unlocked
in a public place.

@ True
‘ False
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What should you do before
downloading an app to your

®

phone or computer?

Check the app’s reviews
and ratings to make sure
it's trustworthy

Download it immediately
without checking any
details
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Why is it important to frequently
update your computer or phone?

(A) To enhance its appearance

To fix security issues and
keep it safe
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Attachments should always be
treated with caution, even if you
know the sender.

. False
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How often should you change
your passwords?

You can keep it as long as

you remember it

Update it periodically
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